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History

European Commission Directorate Home Affairs issued a;

ÅGrant agreement with CEFIC  (European Chemical Industry 
Council)  on 5 December 2008.

Å11 December 2008 kick off meeting Project IMPROVE 

Å10 September 2010 Final Presentation to European Commission



Objective of the Project

Improve knowledge of effective critical

infrastructure protection and facilitate 

exchange of experience and best practices.
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WP 1: Cross-cutting operator tool for threat scenarios and 
security risk assessment 

Scope of the study

Å It concernscritical infrastructures,Internal as well as external
intentional acts from malevolent through to and acts of
terrorism

Å Lossof containmentof hazardoussubstanceson the plant site

Å Contaminationor spillageof plant productsto causeharmon or
off site

Å Degradationof assetsor infrastructures through destructive
acts

Å Thethreat of chemicaltheft or chemicalmisusewith the intent
to useit or transformit in order to causeharmoffsite will not be
taken into account in this report, except if they result in
catastrophicevents on site ThereforeΨǎǳǇǇƭȅchainǎŜŎǳǊƛǘȅΩ
issuesareoutsidethe scopeof this methodology.



Content of the WP of  IMPROVE

Å WP 1: Cross-cutting operator tool for threat scenarios and security risk ass.

Å WP 2: Status of safety and security legislation implementation and overview 
of voluntary initiatives and industry best practices

Å WP 3: Case Study 1 ςAssessment of threats and risks and implications on the 
security management system of a chemical site

Å WP 4: Case Study 2 ςAssessment of threats and risks and implications on the 
security management system of an energy plant (Seveso-establishment)

Å WP 5: Evaluation of the case studies ςstakeholder workshop to share results 
and discuss potential for improvement

Å WP 6: Consolidation of results, identification of best practices and 
development of EU-level guidance for implementation

Å WP 7: Communication and information dissemination

Å WP 8: Project Management



Overview Security Vulnerability Assessment



Process Flowchart of the SVA Methodology

a. Identification and proposition of additional 

countermeasures for the residual risk 

b. Prioritisation and implementation of  the 

recommendations 

2.1 Facility description

2.2 General security policy of the site and 

existing countermeasures 

3.1 Identification of critical assets

3.2 Classification of critical assets 

a. Determination of the asset severity 

b. Determination of the asset attractiveness 

c. Selection of the highest critical assets 

4.1 Identification of adversaries

1.1. Project plan for the SVA 

objectives, scope,  context of the study, regulations, 

time-line

1.2.  Selection of the SVA team

Step 2 ïFacility 

Characterisation 

Step 3 ïAssets 

analysis

Step 4 ïThreat 

analysis

Step 5 ï

Vulnerability 

assessment 

Step 6 ï

Identification of 

additional 

countermeasures

Step  1 ïSVA -

Project planning

General regulations framework  of the 
site
Multidisciplinary project team
Presentation of the SVA methodology 
to the team

Knowledge and information of the project 
team about:
- the objectives of a security risk analysis
- the scope of the security study 

OUTPUTINPUT

Collection of the documents describing the site 
and its security 
Definition of a countermeasure
Description of the protection strategies for the 
site security

Complete facility description including 
general information, environment 
description, the general security policy,
and main security principles

List of critical assetsDefinitions: asset and  critical asset
Any document to identify high value assets

-List of the highly critical assets according to 
attractiveness or severity levels 
- List of the highly critical assets according to 
their risk profile (attractiveness vs severity)

List of the adversaries and methods 
considered as plausible for the site

List of the most relevant attack 
scenarios coupling a potential 
adversary and a mode of attack 
according to intent and capability

Security vulnerability analysis tables 
ŦƻǊ ŜŀŎƘ ǇŀƛǊ ƻŦ άŀǎǎŜǘκǘƘŜŀǘέ 
Acceptability level of each security 
scenario
List of the most important security 
functions
List of possible improved or additional 
countermeasures

- List of prioritised additional measures 
and hints for an implementation plan
- Study of complementary measures 
adapted to the security alarm level

Definitions: attractiveness and severity
Tools
Attractiveness and Severity levels tables
Matrix Attractiveness / Severity

Definition: threat
Information from intelligence services
Tools
List of adversaries an of attacks

Past security events
Definitions: intent, capability and likelihood of attack 
Tools
Matrix adversaries / modes of attacks
Levels Tables for the intent  and capability

Definition of vulnerability /likelihood of an attack 
scenario
List of identified assets (output step 3.2)
List of identified threats (output step 4.2)
List of countermeasures (output step 2)
Information from intelligence services
Tools
Vulnerability risk analysis table 
Matrix Severity / Likelihood of an attack scenario 

List of possible countermeasures
Protection strategies for the site security

a. Description of scenarios  (asset, adversary, 

attack) 

b. Vulnerability analysis of the  scenarios  

c. Determination of the countermeasures in place

d. Ranking of the residual security risk level 

(lcombining the ikelihood of an attack scenario 

and severity)

4.2 Classification of critical attack scenarios

a. Assessment of the likelihood of an attack

b. Selection of the highest threats scenarios 



Table of content SVA TOOL
Step 0: Introduction and overview e.g. scope, cost benefit, how 

to obtain expertise etc.

Step 1: Project plan, clarify objectives, define scope, selection 
SVA team, familiarise with appropriate regulations etc. 

Step 2: Facility characterisation

Step 3: Assets Analysis

Step 4: Threat Analysis

Step 5: Security Vulnerability Assessment, 

threat scenarios, vulnerability analysis etc.

Step 6: Identification of additional counter security 
countermeasures

Step 7: Overview of the SVA methodology

Security Vulnerability 

Assessment Tool 

 

 

 

 



Appendixes 

1. Links between the SEVESO Directive requirements and the SVA

2. Protection Strategies for Site Security Management

3. Threat Catalogue

4. Glossary

5. Worked Example

6. The operator security plan (OSP)

Security Vulnerability 

Assessment Tool 

 

 

 

 

Next step IMPROVE II



IMPROVE II
Main elements of the assignment

ÅUser Requirement Analysis and Briefing of Test Sites Work 

ÅDevelopment of SVA ICT Tool

ÅGuidance on the implementation of Security Management 
Systems (SMS)

ÅGuidance on Threat Catalogue

ÅDevelop a Suite  of Training Materials

ÅCommunication & Dissemination (incl. translation)



European Commission

With the support of the Prevention, Preparedness and 

Consequence Management of Terrorism and other 

Security-related Risks Programme ςEuropean 

Commission ςDirectorate-General Home Affairs



Thank You

Mike Zeegers
Corporate and Executive Solutions Ltd
Innovation Centre Medway
Maidstone Road Chatham
Kent ME5 9FD
United Kingdom

Office +44 (0) 1634 320270
Mobile +31 (0) 6 24804433
www.corprate-exec-solutions.com

Any questions?


